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Abstract

This report is a demonstration of what we have found in Elect 2012 iPhone application. We
heard a lot about the privacy violation that this program committed and decided to take a look at it and
write a report for IT guys (and maybe law guys) to look at.

Introduction

Active Media company did a great job at providing us with an iPhone application® that provides
us with all news and information we need for elections of 2012 national assembly in Kuwait. But,
Active Media did a very big mistake here. The application provides the information of people (Area,
Job, Circle, Nationality number and Full name) just by providing part of the full name. That is a great
violation of people's privacy. Plus, The information transfers non-securely to the application.

Setup and start working

I have setup my machines so that I can capture the packets that Elect 2012 application sends and
got shocked that the application didn't use any kind of security. The application sends a normal GET
request to a server called q8forlife.com. A 'whois' request gives me this output:

Registrant:
Waleed Abubaker
Kuwait
kUWAIT CITY, 13115
Kuwait

Registered through: Mad Dog Domains
Domain Name: Q8FORLIFE.COM
Created on: 09-Jun-09
Expires on: 09-Jun-12
Last Updated on: 21-Dec-11

Administrative Contact:
Abubaker, Waleed w_ab@msn.com
edit — Kuwait
Hawalli - block 12 - street 138
building 36 -Apartment 29
Hawalli, Hawalli 30233
Kuwait
(965) 65501648 Fax --

Technical Contact:
Abubaker, Waleed w_ab@msn.com
edit — Kuwait
Hawalli - block 12 - street 138
building 36 -Apartment 29
Hawalli, Hawalli 30233
Kuwait
(965) 65501648 Fax —

1 The real application name is in Arabic '2012 <zl but I'll use Elect 2012 through out this report
2 http:/itunes.apple.com/us/app/id492499102
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Domain servers in listed order:
NS1.Q8FORLIFE.COM
NS2.Q8FORLIFE.COM

So, this server is registered by Waleed Abubaker who is the author of the Elect2012 program. I'm not
sure of the relationship between him and Active Media company. Plus, the given address in the 'whois'
request is probably the address of the company itself. Entering the the site hosted at g8forlife.com

gives:
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Then, I did a search by name using the application and watching the packets as it travels through the
network. I detected that the application sends a GET request to g8forlife.com and the website returns a
JSON object that contains the information of people containing the name you searched for.
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Of course the connection is not secure.

The question is: How did he got the information of people through which he loaded his database with?



Parsing the JSON object from the response in Wireshark:
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When I tried to search for a nationality number, the application crashed.

Finally, I wrote a python script’ to get the information of any given name:

elect2012 : bash

Conclusion

It's great to write programs that eases up our lives but it should not violate our privacy. Hackers
are always there to look for faults and bugs to exploit it and get information from which they can move
on. Last thing, my python script does what Elect 2012 application does exactly. So, don't tell me that
I'm providing a tool to hack people's information. I'm not. q8forlife.com server is.

3 https://gist.github.com/1628773
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